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Abstract: The proliferation of fake news has become a significant challenge in the digital
era, threatening the credibility of information shared online. To combat this menace,
researchers have turned to machine learning techniques for automated detection. This
paper presents a comprehensive review of various machine learning approaches employed
for fake news detection. We analyze a wide range of methodologies, including supervised,
unsupervised, and deep learning algorithms, discussing their strengths and limitations.
Moreover, we examine the datasets and evaluation metrics commonly used in this domain.
By synthesizing existing research, we identify key trends and promising directions for
future investigations. The review aims to provide a comprehensive understanding of the
state-of-the-art in fake news detection using machine learning, fostering advancements in
this critical field of research.
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INTRODUCTION

combating fake news has become an imperative

he proliferation of fake news on social
media platforms has raised concerns about
the reliability and credibility of information
disseminated through these channels. Detecting and
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task to safeguard public discourse and ensure the
integrity of online information. This survey
presents a comprehensive analysis of the current
state-of-the-art techniques and methodologies
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employed in the detection of fake news on social
media using natural language processing (NLP).

The survey begins by discussing the challenges
posed by fake news, including its rapid spread,
deceptive content and potential impact on society.
It then delves into the application of NLP
techniques for fake news detection, focusing on
text classification, sentiment analysis, linguistic
feature extraction, and other related approaches.
NLP enables the automatic analysis of textual
content, allowing for the identification of deceptive
patterns, misleading claims, and manipulation
tactics employed by fake news creators. various
research studies and scholarly articles were
reviewed to assess the effectiveness and limitations
of NLP-based approaches for fake news detection.
The survey highlights the use of machine learning
algorithms, such as support vector machines,
recurrent neural networks, and deep learning
architectures, in training classifiers to distinguish
between real and fake news. It also explores the
incorporation of linguistic features, such as
syntactic patterns, lexical cues, and semantic
structures, to capture subtle indicators of fake
news.

Furthermore, the survey examines the role of
sentiment analysis in identifying biased or
sensationalized content, which is often associated
with fake news. By analyzing the sentiment
expressed in textual data, sentiment analysis aids in
understanding the emotional tone and potential
manipulation tactics employed within news articles
or social media posts. The survey identifies several
challenges in fake news detection, including the
evolving nature of language, the presence of
ambiguous or sarcastic statements, and the need for
large annotated datasets for training reliable
detection models. It also discusses the limitations
of NLP approaches, such as the difficulty in
handling multilingual content and the potential for
adversarial attacks.

In  conclusion, this survey provides a
comprehensive  overview of the current
advancements and challenges in fake news
detection on social media using NLP techniques. It
underscores the importance of continued research
and development in this field to enhance the
accuracy and scalability of detection models,
ultimately fostering a more informed and
trustworthy social media environment.

Machine learning for fake news classification:

Machine learning for fake news involves utilizing
algorithms to automatically detect and classify
misleading or false information disseminated
through digital platforms. By analyzing patterns,
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linguistic features, and user behavior, machine
learning models can distinguish between credible
and deceptive content. Supervised learning
techniques leverage labeled datasets for training,
while unsupervised methods identify anomalies in
data without prior labeling. Deep learning models,
such as recurrent neural networks and transformer-
based architectures, enhance detection accuracy by
capturing complex patterns in large-scale datasets.
Machine learning plays a pivotal role in combating
the spread of fake news, aiding in maintaining the
authenticity and reliability of information
circulating online.

There are various approaches to machine learning
for fake news detection:

Supervised Learning: This approach relies on
labeled datasets where each news article or content
is tagged as either real or fake. Machine learning
models are trained on these labeled examples to
learn patterns and features that distinguish between
the two categories. Common supervised learning
algorithms used include decision trees, random
forests, support vector machines, and neural
networks.

Unsupervised Learning: Unsupervised methods do
not require pre-labeled data. Instead, they identify
anomalies or unusual patterns within the data. In
the context of fake news detection, unsupervised
algorithms can highlight content that deviates from
the norm, potentially indicating deceptive
information.

Deep Learning: Deep learning models, which
include recurrent neural networks (RNNs) and
transformer-based architectures like BERT, have
demonstrated remarkable performance in fake news
classification. These models can capture intricate
patterns and dependencies in text and have the
ability to process vast amounts of data, making
them well-suited for this task.

Feature Extraction: Machine learning models for
fake news often rely on feature extraction
techniques to represent text data effectively.
Features can include word frequencies, sentiment
analysis, lexical and syntactic patterns, and more.
These features help algorithms understand the
content and context of news articles.

User Behavior Analysis: In addition to textual
analysis, machine learning models can also
consider user behavior, such as the spread of
content on social media and engagement metrics.
Patterns in how fake news spreads and is interacted
with can be indicative of its authenticity.

DATA AUGMENTATION

Data augmentation is a technique used to
artificially increase the size of a dataset by creating
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new data samples from existing ones. This can be
done by applying various transformations to the
data, such as cropping, flipping, and adding noise.
Data augmentation is particularly useful for fake
news detection, as it can be used to generate new
synthetic fake news articles that are more
challenging for machine learning models to detect.

TRANSFER LEARNING

Transfer learning is a machine learning technique
that involves using a pre-trained model for a
different task. This can be useful for fake news
detection, as there are a number of pre-trained
language models that have been trained on large
datasets of text and code. These models can be
transferred to the task of fake news detection,
which can help to improve the performance of
machine learning models even when there is
limited data available.

CROWDSOURCING

Crowdsourcing is a way to collect data from a large
number of people. This can be done by creating
online platforms where people can label fake news
articles or generate synthetic fake news articles.
Crowdsourcing is a promising way to increase the
amount of data available for fake news detection,
but it is important to ensure that the data is labeled
accurately and that the synthetic fake news articles
are realistic.

By increasing the amount of data available for
machine learning models, we can improve their
ability to detect fake news accurately. This will
help to combat the spread of misinformation and
disinformation online.

Here are some specific examples of how to
increase the data in the field of fake news
detection:

Develop a crowdsourcing platform for labeling
fake news articles. This could be done by
partnering with fact-checking organizations or by
creating a new platform specifically for this
purpose.

Create a synthetic fake news dataset. This could be
done by generating fake news articles using natural
language processing techniques or by using
existing fake news articles as templates.

Make existing fake news datasets more accessible.
Some fake news datasets are currently only
available to researchers, but they could be made
more accessible to the public by publishing them
on open data platforms.

Partner with social media companies and news
organizations to share fake news data. This would
allow researchers to access a wider range of data
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and to develop more accurate and effective fake
news detection systems.

Fund research into new methods for collecting and
labeling fake news data. This could include
research into using artificial intelligence and
machine learning to automate the process of data
collection and labeling.

By taking these steps, we can increase the amount
of data available for fake news detection and help
to develop more accurate and effective fake news
detection systems.

II. BACKGROUND AND RELATED
WORK

CHALLENGES OF COLLECTING
AND LABELING FAKE NEWS DATA

One of the biggest challenges in fake news
detection is collecting and labeling enough data to
train machine learning models. Fake news articles
are often well-written and persuasive, making them
difficult to identify even for humans. Additionally,
fake news creators are constantly evolving their
tactics, making it difficult to develop a one-size-
fits-all solution.

Another challenge is labeling fake news data. This
is a time-consuming and expensive process, and it
is difficult to find people who have the expertise to
label fake news articles accurately.

BENEFITS OF USING DEEP
LEARNING MODELS FOR FAKE
NEWS DETECTION

Deep learning models have achieved state-of-the-
art results on a variety of natural language
processing tasks, including fake news detection.
Deep learning models are able to learn complex
patterns in data, which makes them well-suited for
identifying fake news articles.

Another benefit of using deep learning models is
that they can be trained on large amounts of data.
This is important for fake news detection, as it is
difficult to collect enough labeled data to train
traditional machine learning models.

POTENTIAL OF USING SYNTHETIC
FAKE NEWS DATA TO TRAIN
MACHINE LEARNING MODELS

Synthetic fake news data is a promising new
approach to training machine learning models for
fake news detection. Synthetic fake news data can
be generated using natural language processing
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techniques or by using existing fake news articles
as templates.

One advantage of using synthetic fake news data is
that it can be generated quickly and cheaply.
Another advantage is that it can be used to train
machine learning models on a variety of different
types of fake news articles.

SPECIFIC WAYS TO INCREASE
THE DATA IN THE FIELD OF FAKE
NEWS DETECTION

Here are some specific ways to increase the data in
the field of fake news detection:

Develop a platform for crowdsourcing the labeling
of fake news articles. This could be done by
partnering with fact-checking organizations or by
creating a new platform specifically for this
purpose.

Create a synthetic fake news dataset. This could be
done by generating fake news articles using natural
language processing techniques or by using
existing fake news articles as templates.

Make existing fake news datasets more accessible.
Some fake news datasets are currently only
available to researchers, but they could be made
more accessible to the public by publishing them
on open data platforms.

In addition to the above, we can also:

Partner with social media companies and news
organizations to share fake news data. This would
allow researchers to access a wider range of data
and to develop more accurate and effective fake
news detection systems.

Fund research into new methods for collecting and
labeling fake news data. This could include
research into using artificial intelligence and
machine learning to automate the process of data
collection and labeling.

By increasing the data in the field of fake news
detection, we can help to develop more accurate
and effective fake news detection systems. This
will help to protect people from the harmful effects
of fake news, such as misinformation and
disinformation.

Many researchers, authors, data scientists, scholars
have published many articles and papers of their
results in the fake news detection field. Here we are
explaining some of the famous work that has been
carried out in the recent past.

Author [11] used web crawler, data preprocessing,
Jieba and NLP to train the computer. After many
times to trainings, a large amount of training data,
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the experimental results show that the accuracy rate
of news classification is 97.43%.

This work [12] presented in this paper is also
promising, because it demonstrates a relatively
effective level of machine learning classification
for large fake news documents with only one
extraction feature. Finally, additional research and
work to identify and build additional fake news
classification grammars is ongoing and should
yield a more refined classification scheme for both
fake news and direct quotes.

In this paper [13], we have explored distinguished
mechanisms of NLP and designs of detection of
fake news. Authors explicitly investigated some of
the previous remarkable results obtained in fake
news detection along with some brainstorming
analysis of the mitigating effect of dynamic fake
news proliferation. We have elaborated all the
prerequisite terminology associated with various
models of machine learning found its great
relevance in the discovery of fake news.

This study [14] is to develop a reliable and accurate
model that uses ML algorithms and NLP
techniques to classify given news article as false or
genuine, allowing only authentic news to be
presented to the public.

The proposed work [15] uses machine learning and
natural language processing approaches to identify
false news specifically, false news items that come
from unreliable sources. The dataset used here is
ISOT dataset which contains the Real and Fake
news collected from various sources. Web scraping
is used here to extract the text from news website
to collect the present news and is added into the
dataset. Data pre-processing, feature extraction is
applied on the data. It is followed by
dimensionality reduction and classification using
models such as Rocchio classification, Bagging
classifier, Gradient Boosting classifier and Passive
Aggressive  classifier. To choose the best
functioning model with an accurate prediction for
fake news, we compared a number of algorithms.

Dataset Used for Fake News Classification:

Researchers have used various datasets for fake
news classification, depending on their specific
research objectives. Some commonly used datasets
include:

Fake News Net: This dataset contains news
articles from various sources labeled as either fake
or real. It includes textual content, metadata, and
social context information.

LIAR: The LIAR dataset consists of fact-checking
articles labeled with different levels of truthfulness.
It includes statements made by politicians and their
corresponding fact-checking labels.
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BuzzFeedNews: BuzzFeedNews dataset includes
news articles and headlines labeled as either fake or
real. It covers a wide range of topics and sources.

Kaggle Fake News: This dataset includes news
articles from different sources labeled as fake or
real, contributed by users on the Kaggle platform.

PolitiFact: PolitiFact dataset consists of fact-
checks performed by the PolitiFact organization. It
includes statements made by politicians and their
corresponding truthfulness labels.

Il. FINDINGS OF THE SURVEY

The review paper revealed several key findings in
the field. Firstly, supervised learning approaches,
such as Support Vector Machines and Random
Forests, have been widely used due to their
simplicity and effectiveness in classifying fake
news. However, they heavily rely on labeled data,
which may be limited and time-consuming to
create.

Unsupervised learning methods, like clustering and
anomaly detection, offer potential for detecting
fake news without labeled data, but their
performance can vary depending on the dataset's
characteristics and the quality of features extracted.

Deep learning models, especially transformer-
based architectures like BERT and GPT, have
shown remarkable improvements in fake news
detection due to their ability to capture semantic
relationships and contextual information. However,
these models require extensive computational
resources and large amounts of training data.

The review also highlighted the importance of
robust evaluation metrics to accurately assess
model performance, with precision, recall, and F1-
score being commonly used measures. To advance
the field further, researchers must focus on
obtaining diverse and balanced datasets, exploring
novel techniques to address the issue of data
scarcity, and investigating interpretability methods
for the generated predictions.

V. CONCLUSION

In this paper the survey demonstrates the
significant potential of natural language processing
(NLP) techniques in detecting fake news on social
media platforms. The findings indicate the
effectiveness of NLP-based approaches such as text
classification, sentiment analysis, and linguistic
feature extraction in identifying deceptive patterns.
However, challenges such as the dynamic nature of
language and the need for large annotated datasets
persist. Continued interdisciplinary research and
advancements in NLP, coupled with collaborations
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between academia, industry, and policymakers, are
essential to develop robust and scalable solutions
for combating fake news on social media.

REFERENCE

[1] Allende-Cid, J. Zamora, P. Alfaro-Faccio and
M.F.Alonso-Sanchez, “A  Machine Learning
Approach for the Automatic Classification of
Schizophrenic Discourse ,” in IEEE Access, vol. 7,
pPp. 45544-45553, 2019, doi:
10.1109/ACCESS.2019.2908620.

[2] Alhawarat and A. O. Aseeri, “A Superior
Arabic Text Categorization Deep Model
(SATCDM),” in IEEE Access, vol. 8, pp. 24653-
24661, 2020, doi:
10.1109/ACCESS.2020.2970504.

[3] H. A. Ahmed, N. Z. Bawany and J. A
Shamsi,“CaPBug-A Framework for Automatic Bug
Categorization and Prioritization Using NLP and
Machine Learning Algorithms,” in IEEE Access,
vol. 9, pp. 50496- 50512, 2021, doi:
10.1109/ACCESS.2021.3069248.

[4] Huynh, Hiep & Nguyen, Vu & Duong Trung,
Nghia & Pham,

Van-Huy & Phan, Cang. (2019). Distributed
Framework for Automating Opinion Discretization
From Text Corpora on Facebook.

|IEEE Access. PP. 1-1.
10.1109/ACCESS.2019.2922427.

[5] Z. Tan, J. Chen, Q. Kang, M. Zhou, A.
Abusorrah and K.Sedraoui,

“Dynamic Embedding
Convolutional Neural

Projection-Gated

Networks for Text Classification,” in IEEE
Transactions on Neural

Networks and  Learning  Systems,  doi:
10.1109/TNNLS.2020.3036192.

[6] A. M. Alghoson, “Medical Document
Classification Based on MeSH,” 2014 47th Hawaii
International Conference on System Sciences,
2014, pp. 2571-2575, doi:
10.1109/HICSS.2014.324.

Vol.11 Issue 4| October-December 2023 | pp 01-07


https://irjeas.org/

Priya Ahirwar

[7] S. Li and Y. Liu, “News Video Title Extraction
Algorithm Based on Deep Learning,” in IEEE
Access, vol. 9, pp. 12143
12157,2021,d0i:10.1109/ACCESS.2021.3051613.

[8] Saleh, Hager & Alharbi, Abdullah &Alsamhi,
Saeed. (2021). OPCNNFAKE: Optimized
Convolutional Neural Network for Fake News
Detection. IEEE Access. PP. 1-1.
10.1109/ACCESS.2021.3112806.

[9] D. Rogers, A. Preece, M. Innes and 1. Spasic,
“Real-Time Text

Classification of User-Generated Content on Social
Media: Systematic Review,” in IEEE Transactions
on Computational Social Systems,
doi:10.1109/TCSS.2021.3120138.

[10] “Rapid Detection of fake news based on
machine learning methods”, Volume 192, 2021,
Pages 2893-2902, ISSN 1877-05009,

https://doi.org/10.1016/j.procs.2021.09.060.

[11] Meng-Jin Wu, Tzu-Yuan Fu, Chia-Wei Lee,
Yao-Chung Chang “A Study on Natural Language
Processing Classified News” 978-1-7281-4999-
8/20/$31.00 ©2020 IEEE

[12] Terry Traylor, Jeremy Straub, Gurmeet,
Nicholas Snell “Classifying Fake News Articles
Using Natural Language Processing to Identify In-
Article Attribution as a Supervised Learning
Estimator” 2019 IEEE 13th International
Conference on Semantic Computing (ICSC)

[13] Chetan Agrawal, Anjana Pandey, Sachin
Goyal “A Survey on Role of Machine Learning and
NLP in Fake News Detection on Social Media”
2021 IEEE 4th International Conference on
Computing, Power and Communication
Technologies (GUCON) University of Malaya,
Kuala Lumpur, Malaysia. Sep 24-26, 2021

[14]K. Yasaswi, Vijaya Kumar Kambala, P. Sai
Pavan “News Classification using Natural
Language Processing” 2022 3rd International
Conference on Intelligent Engineering and
Management (ICIEM)

[15] Sanjana Madhav Balgil , Sneha H2 , Suma Y
Gouda3 , Arunakumari V R4 , Ashritha R Murthy5
“Fake News Detection using Natural Language
Processing” ISSN: 2321-9653; IC Value: 45.98; SJ
Impact Factor: 7.538 Volume 10 Issue VI June
2022- Available at www.ijraset.com

International Research Journal of Engineering & Applied Sciences | irjeas.org

ISSN(E): 2322-0821, ISSN(P): 2394-9910

[16] Chetan Agrawal, Anjana Pandey, Sachin
Goyal “A Survey on Role of Machine Learning and
NLP in Fake News Detection on Social Media”
978-1-7281-9951-1/21/$31.00 ©2021 IEEE

[17] ZEINAB SHAHBAZI AND YUNG-CHEOL
BYUN “Fake Media Detection Based on Natural
LanguageProcessing and Blockchain Approaches”
IEEE 10.1109/ACCESS.2021.3112607

[18] Terry Traylor, Jeremy Straub, Gurmeet,
Nicholas Snell “Classifying Fake News Articles
Using Natural Language Processing to Identify In-
Article Attribution as a Supervised Learning
Estimator” 978-1-5386-6783-5/19/$31.00 ©2019
IEEE, DOI 10.1109/ICSC.2019.00086

[19] K. Peren Arin 1,2, Deni Mazrekaj 3,4,5* &
Marcel Thum 6,7,8 “Ability of detecting and
willingness to share fake news”
www. hature.com/scientificreports, 2023,
https://doi.org/10.1038/s41598-023-34402-6

[20] Z Khanam1, B N Alwasell, H Sirafil and M
Rashid2 “Fake News Detection Using Machine
Learning Approaches” doi:10.1088/1757-
899X/1099/1/012040

Vol.11 Issue 4| October-December 2023 | pp 01-07


https://irjeas.org/
https://doi.org/10.1016/j.procs.2021.09.060
http://www.ijraset.com/
http://www.nature.com/scientificreports
https://doi.org/10.1038/s41598-023-34402-6

Priya Ahirwar ISSN(E): 2322-0821, ISSN(P): 2394-9910

Conflict of Interest Statement: The authors declare that there is no conflict of
interest regarding the publication of this paper.

Copyright © 2023 Priya Ahirwar et.al. This is an open-access article
distributed under the terms of the Creative Commons Attribution License (CC
BY). The use, distribution or reproduction in other forums is permitted,
provided the original author(s) and the copyright owner(s) are credited and
that the original publication in this journal is cited, in accordance with
accepted academic practice. No use, distribution or reproduction is permitted
which does not comply with these terms.

This is an open access article under the CC-BY license. @
Know more on licensing on

https://creativecommons.orqg/licenses/by/4.0/

Cite this Article
Priya Ahirwar. Fake News Detection Using Machine learning Technique : A
Review. International Research Journal of Engineering & Applied Sciences
(IRJEAS). 11(4), pp. 01-07, 2023.10.55083/irjeas.2023.v11i04001

International Research Journal of Engineering & Applied Sciences | irjeas.org Vol.11 Issue 4| October-December 2023 | pp 01-07


https://irjeas.org/
https://creativecommons.org/licenses/by/4.0/

