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Abstract: This work describes a functional, generic, broad-scoped investigative methodology for
Windows memory analysis. The methodology applies equally to functional and damaged, or corrupted
memory images and relies on Volatility. It is based on the author’s various memory analysis case studies.
Summing it up succinctly, the methodology aids the forensic practitioner in squeezing the maximum
amount of possible evidence from a memory image. The proposed methodology is suitable for analysts at
all levels of investigative capability. It provides guidance in extracting maximum evidence using simple,
commonplace tools and techniques familiar to digital forensic practitioners. As with all methodologies,
nothing is written in stone; the forensic practitioner must be flexible and agile in responding to ever-
changing investigative requirements. To assess the performance of various tools for gaining, analysing,
and improving criminal evidence from volatile memory. A comparison of several tools is offered in order

to provide a better understanding of the tools used.
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1. INTRODUCTION

emory analysis can be complex and time

consuming, particularly when done

manually using command line driven
analysis frameworks (e.g., Volatility, Rekall). This is
in contrast to automated or semi-automated
frameworks that remove the investigator or analyst
as much as possible (e.g., CounterTack
ResponderPro, Mandiant Redline). Which to choose
is a matter of needs vs. available resources. In
situations where ample resources are available,
manual analysis is an excellent manner for
investigators and analysts to maintain and sharpen
their skills.

Either way, there is an overreliance on automated
tools. This leads to situations where investigators and
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analysts cannot explain the production of certain
results. While such frameworks and tools certainly
speed up triaging and analysis, they are unlikely to
catch highly complex or stealthy malware; this has
been corroborated using ResponderPro, although
mileage may vary with other similar frameworks. In
such cases, only a manual analysis conducted by a
competent investigator can find evidence or
indications of its presence.

Various memory analysis frameworks exist,
including, but not limited to, free and open source
software (FOSS) solutions (e.g., Volatility, Rekall.)
There also exist various commercial frameworks.
The primary difference between these paradigms is
that the FOSS solutions usually allow an investigator
or analyst to modify plugins or write new ones using
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high-level languages, to modify or improve their
capabilities[1-2].

As there is no one-size-fits-all approach,
investigators must be versatile in memory forensics,
so that, when necessary, deviation from the proposed
methodology will not result in the loss of analytical
focus or capability. This paper attempts to combine
these various case studies into a more formalized
methodology although it remains qualitative in
nature. Although it places much emphasis on
identifying and  extracting  malware-specific
evidence, it is sufficiently generic to allow for
extracting much additional information and evidence.
While it makes avid use of Volatility and its myriad
plugins, broader analysis will typically maximize
evidentiary extraction to better fill gaps in the
investigation [3].

2. BACKGROUND

The author’s initial Windows-specific investigative
methodology was first proposed in the Zeus report
[4]. It was later refined in Prolaco & SpyEye [5] and
then further clarified in Stuxnet [7] and Tigger [8].
These early models were a first step towards a
generic analytical approach. Since then, it has been
vastly improved, tested and generalized. Additional
revisions improved its focus for handling the
complexities of malware memory investigations.
However, it does not discuss Law Enforcement
specific techniques or methodology. Instead, it
provides a clear approach for conducting generic
investigations for non-reverse engineers, computer
forensic investigators and analysts [6].

Various steps are proposed in this methodology.
Some are mandatory, others optional. It is broken
down into ten specific steps, most of which provide
an opportunity to cease the investigation and conduct
a wrap-up. These steps can be readily rearranged or
altered to suit the reader’s needs as hey meant to be
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fluid. Additional processing can be applied wherever
necessary. While it is aptly suited to malware, it is
entirely appropriate for non-malware investigations
too[7-12].

The tools and techniques described in the
methodology are familiar to forensic practitioners at
both ends of the knowledge/capability spectrum.
Often taken for granted, they can be readily used in
extended memory analysis.

3. METHODOLOGY

The process of memory forensic is majorly
categorized in three distinguished processes.

*  Memory Procurement

* Data Analytics

*  Evidence Recuperating.
3.1 Memory Procurement

It's not straightforward to extract the "memory
image" from a live memory. Because the data we're
getting is from main memory, we must be cautious
because even little relocation can result in heap de-
regimentation [13]. For Windows, there are a variety
of tools and strategies for acquiring volatile memory
and extracting harmful applications from it. Used
tools are simple and can yield intriguing results.

3.1.1 Live RAM Capturer by Belkasoft

Figure 1 portrays Belkasoft's Live RAM Capturer, a
free unpredictable memory measurable instrument
that is utilized to catch fundamental RAM [14]. It
accompanies both 32-cycle and 64-digit bit drivers,
letting it to run in the most favoured portion mode.
The memory dump will be saved with the mem
expansion, and it will be analyzed later with the
Belkasoft proof focus apparatus [15].
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W - Applicshon Paoi x4 o
C — Home  Share  View Manage e
€ = T ki » ThaPC » 1SG(EYN » RamCapture » 58 v G 2
Hame Dite modifiedt S
201503 10.mem

% mever! 10,41
= RamCaptunetd | Select outpast foider path:
% RamCagtumeDrndl | E-RamCaotrsinbs

Phoyscal Mesory Page Sie = 2096
Totad Proysical Memery 576 = S15MS

Figure 1- Procurement of Memory
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Figure 2- Choose the “Capture memory”

3.1.2 Ftk Imager inspect the memory dump obtained. It stores the
memory dump as memextentions (as seen in Figure
3), which may then be analysed using the
wxHexEditor tool or another tool [16].

The Ftk Imager22 produces a bit-by-bit image with
unused and slack space. As seen in Figure 2, it assists
in the capture of active RAM, but it is unable to

Fle Vew Mode Help

ad%o9 . EEE A
Evidence Tree 5| [File List %
Name | size | Type | Date Modified |

Memory Progress

Destination: !c‘\PmJgnsVnemdump mem

Status: IZGEISGE [#8%]

Customn Content Sources %]

| Evidence:File System|Path |File | Options

<

[

[ Hex value 1nt... Custom Conte... hd

For User Guide, press F1 [

Figure 3- Ftklmager Tool for procurement of memory

3.1.3 Madiant Memoryze

MadiantMemoryz23 is a free memory forensics tool that helps first responders find evil in real-time memory. It
has the ability to both acquire and analyse memories. As seen in Figure 4, this programme can capture all
processes that are in running condition, all drivers, and the entire memory image dependent system [17].

3.1.4 Dumplt

It's a fascinating tool which provides the facility to the people wishing to record the RAM of a suspicious or
under surveillance individual [18-20]. The live RAM may be acquired in less than a minute with this utility,
which can be stored on a pen drive. Just an affirmation question (i.e., asking yes or no) is provoked when the
pen drive is joined and Dumplt24 is run on that individual's PC, as displayed in Figure 5, and a mem document
of that individual's live RAM is put away on the pen drive.

3.2 Acquired Memory Dump Analysis

Following the obtaining of the memory picture, the memory picture will be surveyed. The evidences must be
thoroughly examined during this step.
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Figure 4- Mediant Memoryze Tool Demonstration

One click mem

thieu

iche

Figure 5- DumplT memory procurement

3.2.1 Evidence Centre at Belkasoft

Belkasoft21 is highest intriguing applications
available today. This application reads the mem file
created by the Belkasoft LIVE Ram capturer, which
allows it to swiftly analyse the memory dump. It's
simple to understand and use, and it doesn't require
any special understanding to use [21]. The technique
for presenting the gathered memory file connected to
photographs from Belkasoft live RAM capturer is
shown in Figure 6. Figure 7 illustrates how to import
the necessary data sources for carving. Finally, as
shown in Figure 8, the carved data of the acquired
memory image is analysed [22].

3.2.2 wxHexEditor

wxHexEditor25 can be used to examine the memory
dump captured by the Ftklmager. It's a free
programme that analyses memory dumps. It is
divided into two sections: right side and the left side.
The information string values are displayed on the
right side, while the string hex values are displayed
on the left side. Figure 9 shows the Ftklmager-
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Figure 9- Ftklmager Screenshot with procured memory

This tool allows you to look for a pattern by typing
some words into the search box. Figure 10 depicts
the results of a search for the term "gmail." Figure
11 shows the result of enquiring for the word
gmail. The terms that match "gmail" will be shown
as shown in Fig. 11 and can then be evaluated. As
demonstrated in Figure 12, the wxHexEditor can be
used to extract users and passwords.

3.3.3 Autopsy

Autopsy26 is a free utility that analyses the RAM
that has been recorded. It's used to examine disc
images and do in-depth file system analysis. Figure
13 depicts the Autopsy tool in action.

3.4 Recovering Data using FtkImager

In order to protect the system, the attacker may
remove some sensitive information or photos.
However, data that has been deleted can be
recovered. Although it is a taxing process that
needs complete concentration, the outcomes are
occasionally fascinating. Assume the attacker
utilised a puppy image and then erased it from the
machine. The image can now be retrieved using
FtkImager22, as illustrated in the screenshots in
Figures 14, 15, 16 and 17. The assailant stores the
photograph before deleting it from the file as well
as the recycle bin. The FtkImager application is
launched, and deleted files are searched in the
unallocated region. Because Ftklmager does not
include a searching tool, each file must be opened
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4. DISCUSSION

Memory forensics is a large field with a lot of work
done so far. Researchers used to focus on hardware
acquisition although software acquisition has
become increasingly prominent in the recent
decade, while unstable memory legal sciences are
still in its outset. Despite the fact that there are
various free devices accessible to support the
examination of impermanent memory, there are as
yet a couple of holes that should be filled. Looking
at the information recovered turns into a
troublesome and tedious methodology since the
information to be broke down is seen as a tree with
many branches in FtkImager and Belkasofttools. It
also does not guarantee hundred percent successes,
which can result in fruitless searches. The tools
examined in this study are solely designed to locate
a specific piece of evidence, not to aid in the
inquiry; as a result, the investigation takes a long
time to complete. This essentially means that the
investigator must use his or her brains to locate
evidence, as the technology does not supply
intelligent data. Another key issue in the field of
forensics is that numerous tools are required to
obtain results, and one instrument is insufficient
throughout the entire process. The instruments take
a long time to retrieve and restore information that
is sensitive, which may result in excessive harm,
and critical evidence could be destroyed because
information does not last long in memory.

5. CONCLUSION

A very new discipline that has a lot of promise
emerged as a Memory forensics. Although different
technologies exist to tackle cybercrime, their

International Research Journal of Engineering & Applied Sciences | irjeas.org

efficacy and effectiveness are insufficient to deal
with the tremendous increase in cybercrime.
Regardless of the explosive growth of digital
forensics over the last decade, this field has a
promising future. The increased attention on
memory forensics is a significant step in quickly
combating cybercrime. There are lot of tools
available for volatile memory. Some of them have
been discussed in this study. The limitations and
benefits of tools for executing the three key
memory forensics activities of acquisition,
analysis, and recovery have been examined. There
is a lot of future potential in the field of memory
forensics. Some tools provide a tree-like structure
that can be adjusted to save time and offer
improved results. Additionally, the focus should be
on developing a single tool capable of acquiring
and analysing memory.
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